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D3 : ETHICS DELIVERABLE

I.

INTRODUCTION

The GreenPlay project aims to save energy through people’s behaviour change. The solution
will combine smart electricity sensors, a website and a game to promote energy efficiency
and reduce electricity consumption. User data will be collected in order for the solution to
work for research purposes – These data are critical for the project, but they are also personal
and therefore sensitive.
The GreenPlay project will protect and respect privacy regarding data collection and use. This
deliverable explains what kind of data will be gathered and for what purpose. Of course, the
GreenPlay project fits with European Union protection about personal data.

II.

DATA COLLECTION

Several kinds of data will be collected during the GreenPlay project. These data are required
to enable the solution to work efficiently and to conduct research on the experimentation.
Energy usage and temperature
Sensors will measure the general electricity use, the water heater, the heating consumption
and the interior temperature of the household. These data will be collected every 10 minutes
during all the experimentation, from 12 months to 18 months.
The GreenPlay project is based on this data collection. It is essential to give to the user
feedback about their energy use, to give them advice, and to connect their energy
consumption to the serious-game if they want to change their behaviour. These data are
needed to help users to save energy.
The energy profile of households
Information is going to be gathered about the energy profile of participating households. A
non-exhaustive list of these data is below:
-

Address

-

Height above ground (e.g. 4th floor, ground floor,…)

-

Orientation (e.g. south, east, etc.)
This project has received funding from the European Union’s Horizon 2020 research and
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-

Insulation type

-

Date of construction

-

Energy efficiency improvements (e.g. glazing, insulation, ventilation …)

-

Energy efficiency label (BBC, Energy Star)

-

Total floor area

-

Number of rooms

-

Water heater system type and capacity

-

Heating system type and number of radiators / heaters in the apartment

-

A list of households’ appliances

-

Approximate glazing surface and type of glazing

These data will be used to help the user to decrease energy consumption by enabling the
GreenPlay solution to fit his profile. It is required to provide relevant advice and suitable
information depending on his household’s energy profile.
This information will also be used during the research conducted to assess the impact on
energy efficiency of the GreenPlay solution.
User profile
Information is going to be gathered about user profiles. A non-exhaustive list of these data is
below:
-

Name
Apartment number
Telephone number
E-mail
Number of occupants in the household

-

Age of occupants

-

Lifestyle

-

Electricity provider and contract

-

Electricity bills of the previous year

-

Socio-economic class

-

Environmental awareness

-

Gamers profile

These data will be used to assist the installation of the solution in each household and to
contact the user.
This information will also be used during the research conducted to assess the impact on
behaviour change and environmental awareness of the GreenPlay solution.

Additional information may be requested from the users during the experimentation to
better understand their energy profile or their use of the GreenPlay solution.
This project has received funding from the European Union’s Horizon 2020 research and
innovation programme under grant agreement No 649621
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III.

PRIVACY PROTECTION AND DECLARATION

The European Union protects privacy through the Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data. The first
article of this directive explains that “In accordance with this Directive, Member States shall
protect the fundamental rights and freedoms of natural persons, and in particular their right
to privacy with respect to the processing of personal data.”. This protection is therefore
realized by specific agencies in each country. The GreenPlay project and the solution
developed will be implemented in Spain and France. The responsible agencies are AEPD in
Spain (Agencia Española de Protección de Datos) and CNIL in France (La Commission
Nationale de l'Informatique et des Libertés).
A reform of this Directive is currently underway. It will be taken into account as soon as it will
be realized by the European Commission.
Obligations have been established to allow data collection, according to the AEPD website
these obligations are:
1. Notify the responsible agency about the file and its characteristics
2. Obtain consent for the treatment of personal data and ensure that citizens are in a
position to exercise their rights through information
3. Ensure that the data are appropriate and reliable, obtained lawfully and legitimately
and proportionate to the purpose for which they were collected.
4. Ensure data security and confidentiality, to protect them from distortion or disclosure
to unauthorised third parties
5. Accept on-site inspections by the agency, and reply to any request for information.

To respect these obligations, the following actions have been done:
1. A declaration has been submitted to CNIL in France and AEPD in Spain. These
declarations have been done by eGreen in France and Faimevi in Spain for the
GreenPlay project. (see Annex)
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2. A document describing terms and condition of use will be signed by each user. This
document explains the privacy policy and informs users about the use of their
personal data. (See IV. Terms and condition of use)
3. Data will be collected through three channels, the electricity and temperature sensor
installed in the household, the users themselves and the landlord. The goal of this
data collection is to help people save energy and to realize research on energy
efficiency aspects, behavior change model and serious game usability and user
experience. (See II. Data collection)
4. Data will be secured throughout the collection and storage phase. Nominative and
quantified data will never be communicated to any third party without consent from
the users. (See V. Data use and protection)
5. Of course, any request for an inspection on-site by the CNIL or the AEPD will be
authorized.

IV.

TERMS AND CONDITION OF USE

Terms and condition of use will be addressed to each user before getting them involved in
the GreenPlay project. This document will summarize the rules which users must understand
and agree to before becoming part of the experimentation. Users will have to accept that the
consortium will collect data about their household and their energy consumption. The privacy
policy will be explained to inform people about the use of their personal data.
This term-of-service agreement is a legally binding document. It will inform users about the
way their data will be collected, used, managed and protected.

V.

DATA USE AND PROTECTION

The data collected during the GreenPlay project will be used exclusively for this project’s
purposes. This information will never be communicated with users’ name to any third party
without consent from the users. Anonymized data may be communicated for dissemination
and communication purposes.
The consortium strives to protect user privacy to the best of it ability and to implement
advanced technologies for this purpose. Each phase of the data collection and storage is
secure.
Data collection and communication over the internet
Data on energy use are gathered through the smart sensors and are sent to an external
server over the internet with a gateway connected to the household‘ internet box. The
This project has received funding from the European Union’s Horizon 2020 research and
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communication over the internet is secured by the HTTPS protocol. This protocol encrypts
communication with SSL certificates. Consumption information sent over the internet is never
named, containing only the sensor ID.
Personal information are collected through forms on the web site. Communication over the
internet is also encrypted with the HTTPS protocol.
Data storage
Data will be stored on an external server. A physical server will be installed in a datacenter
based in Paris and managed by the company Gandi, a French host provider. This datacenter is
ISO 9001:2008 and ISO/CEI 27001:2005 certified.
The configuration of the server and the database are implemented by the consortium and
will ensure data protection. Software will always be kept up to date with stable version. Every
port to access to the server are shut off except one to authorize SSH access which are a
cryptographic network protocol to access to a remote server. Personal data and user
identification data are stored in different table.
Data access
Users will have access to their personal data and the serious game on a secure web platform
through a web browser. A login and a password are mandatory to access this internal area.
Passwords will never be sent by email, and all connections to the web platform are encrypted
with the https protocol

This project has received funding from the European Union’s Horizon 2020 research and
innovation programme under grant agreement No 649621
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VI.

ANNEXES

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:31995L0046&from=EN

The CNIL, the French privacy agency
http://www.cnil.fr/

The AEPD, the Spanish privacy agency
https://www.agpd.es
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